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U.S. WON'T BE ABLE TO WIN ONLINE WAR THROUGH TECHNICAL SAVVY,
PROFESSOR STUDIES THE DARK SIDE OF TECHNOLOGY
DAYTON, Ohio -The same technology that powers global commerce is giving Internetsavvy terrorists the ammunition they need to recruit members and plan attacks, posing a
growing threat to U.S. attempts to stamp out terrorism, according to a new study.
"This is not a traditional battlefield. It's network warfare," said Wm. David Salisbury,
assistant professor of MIS, operations management and decision sciences at the University of
Dayton. "In a world with open standards and a robust infrastructure, terrorist and criminal
organizations can attach to the infrastructure as easily as those who would use it for 'legitimate'
ends. For example, what difference does it make to the network if the data packet is a
legitimate bank deposit or a virus, or even monies being laundered by a terrorist organization?"
Salisbury and Abhijit Gopal, associate professor of information systems at the Richard
Ivey School of Business at the University of Western Ontario, presented the study this week at
the Administrative Sciences Association of Canada Conference in Halifax, Nova Scotia. Their
paper has a decidedly non-academic title, "Tales from the Dark Side: International Criminal
and Terrorist Groups as Knowledge-Based Organizations."
The 9 I 11 hijackers used an Internet bulletin board. Criminal groups, including
international drug cartels, use Web sites, chat rooms, list-servers and e-mail to coordinate
activities, at times "sending symbolic or encoded messages that have meanings to group
members, but that would be less meaningful, even meaningless, to those outside the group,"
according to Salisbury and Gopal.
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These groups have become "virrual organizations" who are sophisticated at using
knowledge and information technology in ways that have left worldwide law-enforcement
agencies flat-footed. "If I wanted to challenge the U.S., this is the way I'd do it," Salisbury
said. "You use technology to change the basis of competition. Criminal and terrorist groups
today are good a' creating networks and storing knowledge. People who are disenfranchised
are able to think in creative ways about leveraging technology."
The attacks on 9/11 and other terrorist strikes have spawned a new field of academic
research: cyberterrorism. The U.S. won't be able to win the online war through technical savvy,
the two professors maintain.
"Simply engaging in technical solutions to address these issues merely leads to
something of an arms race between 'legitimate' and 'illegitimate' uses of technologies, rather
than lasting solutions to the underlying problems," they write. "The solutions here are not
technical, but organizational and culrural."
-30For media interviews, contact Dave Salisbury at (937) 229-5085 or
salisbury@udayton.edu.

